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1. TechnoAware - Your Video Analytics Partner

Founded in 2003, TechnoAware designs and develops proprietary Al-driven Video Analytics
software, tailored for advanced real-time and forensic surveillance solutions.

TechnoAware’s team originates from an academic research group with over 40 years of
internationally recognized scientific authority in video processing, thus positioning the company as
a leading expert worldwide in Video Analytics and Artificial Intelligence.

TechnoAware delivers to the global market a comprehensive portfolio of advanced Video Analytics
software products, alongside tailored solutions, engineered in-house to meet specific operational
challenges across diverse application domains.

TechnoAware’s core offering features the following flagship software modules:

o VTrack: automated real-time and forensic video surveillance
o TPlate: automated real-time and forensic vehicle license plate recognition

o TFace: automated real-time and forensic facial recognition and identification

From real-time threat detection and forensic investigation to automation, mobility, and business
intelligence, TechnoAware’s solutions are built to enhance situational awareness, optimize resource
allocation, and accelerate decision-making processes.

TECHNOAWARI
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1.1. Why Video Analytics?

Today, hundreds of millions of cameras are deployed worldwide, primarily for video surveillance
purposes. However, the amount of human personnel responsible for real-time monitoring and
management has increased only marginally, resulting in an average workload of 25 to 70 cameras
per operator.

Recent studies have shown that human operators begin to experience fatigue after just 12 minutes
of continuous video monitoring, missing up to 45% of activity within camera scenes. After 22
minutes, this figure can rise to as much as 95%. It is therefore physiologically impossible for a human
to maintain effective and timely attention on even a single screen for extended periods, significantly
increasing the risk of missing critical events.

As a result, surveillance cameras are often used reactively; providing value primarily during post-
event analysis, once the incident has already occurred and any associated damage has already been
done.

Al-powered video analytics enable surveillance cameras to be continuously analyzed in real time,
24/7/365, without any loss of attention. Events of interest are then automatically detected and
flagged to human operators, allowing forimmediate verification and response even while the event
itself is unfolding, thereby reducing or even preventing its negative impact.

Beyond security, video analytics also enable automated data collection for business intelligence
tasks—such as people counting, occupancy monitoring, and flow analysis—which would be virtually
impossible to perform accurately through human observation, unlocking valuable insights and
enabling smarter decision-making.

By delivering more specific and actionable insights, video analytics thus significantly enhance the
effectiveness and efficiency of surveillance systems, while drastically reducing operational costs,
unlocking substantial business value and enabling smarter, data-driven decision-making.

)
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1.2. So-called Al: Beyond the Hype, Towards Reality

Over the past few decades, the field of Video Analytics has been surrounded by market hype and
unfulfilled promises. Today, the same dynamic applies to so-called Artificial Intelligence, which is all
too often offered in an overly unprofessional and misleading manner—once again fueling
expectations that are confused, inflated, and disconnected from operational reality.

Beyond the prevailing market narratives, it consequently becomes imperative to establish a clear
and objective understanding of what Artificial Intelligence genuinely entails; and, above all, what it
does not.

Just as true Video Analytics—when applied with rigor, realism, and technical expertise—has for
decades been a technology of immense value, there is no doubt that today the possibility of applying
Deep Learning models (which is what we are truly referring to when speaking of Al) has enabled an
extraordinary evolutionary leap in the field of automated video surveillance. It has, in fact, opened
the door to applications and performance levels that were previously unimaginable.

That said, several key points should be clearly stated:

o Strictly speaking, any algorithm that makes decisions based on data analysis can be defined as
“Artificial Intelligence” —including the old chess software we played against as kids...

o Deep Learning is not a new technology; it dates back to the late 1950s. However, for decades it
remained largely theoretical, primarily because it was far too resource-intensive to be applied
in practice.

o Its emergence in recent years is due to the extraordinary increase in affordable computational
power, which now makes it feasible to apply this technology effectively to real-time video
streams—previously unthinkable—alongside the availability of massive labeled datasets of
images for training recognition models.
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o Infact, there is nothing inherently “intelligent” in Deep Learning; quite the opposite. These are

closed systems, capable of recognizing only the specific classes of objects or events for which
they have been explicitly trained—and only under the precise conditions of that training.

o Deep Learning is therefore not a “magic box” capable of learning and recognizing anything
autonomously. Outside of the standard “off-the-shelf” models available on the market, in the
vast majority of cases it requires accurate training processes, highly specialized technical and
scientific expertise, and a deep understanding of the omperational context.

So yes, indeed: the potential is enormous and truly revolutionary; but only if applied with the
appropriate level of professional competence and know-how.

This is why TechnoAware, in addition to providing state-of-the-art video analysis technologies,
always places at the forefront its decades-long expertise in designing, training, and optimizing
custom modules and models, tailored to the real-world contexts and the actual requirements of
each project.

1.3. Why TechnoAware?

TechnoAware’s software modules deliver high-performance, modular, scalable, and intelligent
video analytics capabilities—tailored to meet the evolving needs of organizations of all types across
industries.

By combining proprietary Al-driven technologies with full in-house engineering, TechnoAware
ensures maximum reliability, seamless integration and operational flexibility across a wide range of
applications.

@ @ @ @ TAILORABLE SUPPORTED

o The most extensive video analytics portfolio, with 26 functions available

o Over 20 years of scientific and technological expertise, for the most reliable
and high-performance solutions
o Seamless integration with all leading VMS platforms and camera manufacturers
o Custom development of tailored solutions for specific requirements
o Direct and highly responsive technical and commercial support
o 100% in-house development, ensuring long-term reliability and maintainability
o Hardware-independent architecture with server, edge and cloud-ready deployment options

o Global presence with deployments across multiple regions and verticals

TechnoAware s.r.l.
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o Direct training and certification programs for channel partners

o Transparent and reliable go-to-market strategy

1.4. Vertical Markets

TechnoAware’s video analytics solutions are designed to meet the operational and security needs
of a wide range of vertical markets, ensuring adaptability across diverse environments and use
cases.

INDUSTRY & CRITICAL INFRASTRUCTURE

Oil & Gas - Industrial Plants - Power Plants - Telecommunications - Water
Infrastructure - Military Zones - Mining Sites

RETAIL & MARKETING

Shopping Centers - Retail Chains - Supermarkets - Points of Sale -
Showrooms - Warehouses - Logistics Hubs

BANKING & FINANCE

Bank Branches - ATMs - Self-Service Areas - Corporate Buildings - Security
Vaults - Data Centers - Cash-in-Transit

TRANSPORTATION

Ports - Airports - Railways - Highways & Roads - Interports - Public
Transport - Tunnels

SAFE CITY

Streets and Squares - Traffic Monitoring - Monuments - Public Parking Areas
- Ecological Zones - Event Management - Civil Disorder Prevention

PUBLIC FACILITIES & BUILDINGS

Government Buildings - Places of Worship - Schools - Hospitals - Stadiums -
Prisons - Museums

RESIDENTIAL AREAS

Villas - Tourism Facilities - Private Properties - Land Estates - Residences -
Apartments - Private Parking Areas

ENVIRONMENT & TERRITORY

Borders - Landfills - Natural Parks - Archaeological Sites - Forests - Rivers -
Coastal Areas

TechnoAware s.r.l.
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1.5. Technology Partners
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2. VTrack — Automated Real-Time and Forensic Video Surveillance

Resulting from over 20 years of research and development, VTrack is the most comprehensive and
scalable suite of modular Video Analytics software functions for Al-based, automated real-time and
forensic video surveillance.

Continuously aligned with the scientific state of the art, VTrack platform integrates the most
advanced Al-driven Video Analytics algorithms and methods, delivering high-performance and
reliable intelligent surveillance solutions.

VTrack offers a complete set of 22 modular Video Analytics functions — plus 7 additional free built-in
diagnostic functions — all included by default through its flexible channel-based licensing. Indeed,
VTrack’s licensing model depends solely on the number of enabled channels, regardless of which
video stream or specific function is configured, and only on how many functions need to run
simultaneously per channel.

2.1. Available functions

l'. 1 Intrusion

Detection, recognition, and notification of targets of interest present within virtual

“ areas or crossing virtual gates.
L
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FlowCounting

Counting and aggregation of flow data for targets of interest crossing directional
virtual gates.

AreaCounting

Counting, dwell time monitoring, and aggregation of presence data for targets of
interest present within virtual areas, including threshold-based event notifications.

OccupancyRate

Estimation and aggregation of the percentage of virtual areas occupied by targets
of interest, including threshold-based event notifications.

HotZones

Generation of heat maps based on aggregated presence data of targets of interest
within virtual areas over a selected time interval, visualized as false-color overlays
on camera views or spatial maps.

ATM

Detection and notification of one or multiple persons remaining within a virtual
area beyond configurable time thresholds.

LeftObject

Detection and notification of unattended objects within virtual areas beyond
configurable time thresholds.

StolenObject

Detection and notification of static objects removal from assigned virtual areas.

Loitering

Detection and notification of targets of interest remaining within a virtual area
beyond a configurable time threshold.

PanicDisorder

Detection and notification of sudden or anomalous variations in speed and / or
acceleration of persons within virtual areas.

SlipFall

Detection and notification of persons falling and remaining on the ground within
virtual areas beyond a configurable time threshold.
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AvSpeed

Estimation and aggregation of average speed of vehicles transiting through virtual
areas, including threshold-based event notifications.

StationaryVehicle

Detection and notification of vehicles remaining stationary within virtual areas
beyond a configurable time threshold.

WrongWay

Detection and notification of targets of interest moving in unauthorized directions
within virtual areas.

SmokeFire

Detection and notification of smoke and / or fire within virtual areas.

ParkingLot

Detection, aggregation and notification of the occupancy status and duration of
parking slots, including threshold-based event notifications.

LackRefill

Detection and notification of object shortage within their respective configured
accumulation areas, including threshold-based event notifications.

Thermal

Detection and notification of targets of interest whose absolute temperature falls
within a configured range, based on radiometric thermal camera analysis.

LightOn

Detection and notification of the operational status of configured light sources.

PTZStandAlone

Detection, notification and tracking of targets of interest through automatic control
of a Pan / Tilt / Zoom camera.

ObjectsRecognition

Deeplearning-based detection, recognition and notification of the presence of
targets of interest belonging to specific classes within virtual areas.

TechnoAware s.r.l.
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| Forensic

Deeplearning-based detection, recognition and tracking of targets of interest
belonging to specific classes, with structured collection of spatial, temporal and
| visual attributes for offline querying within interactive virtual areas.

Custom

Development of a custom function based on specific requirements

2.2. Technical specifications

2.2.1. System architecture

TechnoAware s.r.l. ;—'
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Modular, scalable, and hardware-independent software architecture, available for Microsoft
Windows o.s.

Incorporating the most advanced adaptive algorithms based on Self-Learning Background
Modeling and Multi-Target Tracking, ensuring robust and reliable performance under variable
environmental conditions (e.g., atmospheric phenomena, vegetation movement, lighting
changes, sand, WDR artifacts, camera noise)

Employing Al / Deep Learning-based modules for advanced detection and classification of specific
target categories, operable on GPU and/or CPU architectures

Custom training of Al / Deep Learning-based models for specific target classes and environmental
conditions, available for high-end applications beyond standard configurations

Acquisition sources:

o IP cameras (optical or thermal), via RTSP protocols, with supported encoding formats:
MJPEG, MPEG-2, MPEG-4, H.264 / AVC, H.265 / HEVC

o Analog cameras (optical or thermal), via video encoders or hybrid NVR / DVR systems
supporting RTSP and standard encoding formats

o Compatible VMS / DVR / NVR platforms

o Video files in standard formats: (e.g., AVI, MKV, ASF, MPG, MOV)
o Static JPEG images

o USB orintegrated webcams

o Thermographic sensors via GenlCam protocol

Real-time automated notifications via:

o TechnoAware CentralManager client (local or remote)

o Compatible VMS/DVR/NVR platforms

o Digital I/O interfaces via Modbus protocol

C
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o Customizable strings or dynamic XML via HTTP / HTTPS / TCP / UDP protocols, including
requests for RESTful API interaction

o CGl-based callbacks for external notification requests

o Email with attached alarm-related image

o FTP client for saving alarm-related video clips and / or static images
o Configured Telegram accounts

Real-time and offline access to processed data via:

o TechnoAware CentralManager client (local or remote)

o VTrack Weblnterface

o CGl-based API for automated XML data / images delivery via HTTP / HTTPS
o Compatible third-party platforms

o Automated periodic PDF reports, customizable upon request
Configuration and rule management via:

o External input interrupt through CGlI call

o Time-based scheduling

o Manual command via CentralManager client

o Polling of external I/O status via HTTP, TCP, or Modbus protocols

o Embedded standard SQLite database for event and data storage

Support for redundant hardware architectures with active Failover (n:n and n:1 configurations)
Operability in virtualized environments

Edge-based version available for compatible Axis and Dahua cameras

2.2.2. Configuration features

Creation and management of unlimited configurations of cameras, functions, rules and
parameters, triggered by:

o scheduled timetable,

o manual activation /deactivation,
o delay-based activation,

o duration-based activation.

Ability to import / export configurations previously set up

Ability to configure unlimited independent active rules, by drawing in the image virtual polygonal
areas or lines of any shape and size

Detection, tracking and management of unlimited targets in the scene

For each configured active rule, ability to configure independent alarm notifications for:

TechnoAware s.r.l.
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o start of alarm condition,
o end of alarm condition,
o absence of alarm condition within a defined timeframe.

e For each configured active rule, ability to select specific active points of the detected target

e For each configured active rule, ability to filter specific classes of targets by Al-based recognition,
specific size or color

e Unlimited configurable no-processing areas, to inhibit not-of-interest areas in the image

e Unlimited configurable no-initialization areas, to filter the targets initialized where no targets of
interest are expected to appear

e Manual or semi-automatic configuration of the minimum and maximum limit of target’s linear
Size or area

e 3D perspective management, by linear interpolation on the image or by image calibration
e Ability to configure different perspective plans according to the scenario’s morphology

e Ability to configure a parameter of time confidence for confirming each target’s detection and/or
recognition

e Morphological Filter, for improving the efficiency of targets’ visibility and segmentation by shape
enhancement

e Foreground Filter, for the image stabilization and for the limitation of heavy dynamic background
noise (e.g. dense vegetation, heavy rain, clouds, ...), selective on specific configurable areas

e Ability to enable and configure advanced parameters, such as:

o adaptive pre-filtering for the limitation of heavy noise

(@)

specific algorithms for filtering shadows or heavy light changes
o gradient-based low-level filter, for the extraction of the contours of the scene

o automatic background reset for sudden anomalous change of the image larger than a certain
percentage

o automatic dynamic adjustment of the contrast sensitiveness, according to the variability of
the image contrast (e.g. because of night-time, under/over-exposure, fog, rain, ...)

o gammacCorrection Filter for adjusting the quality of the image contrast
o target’s inhibition control by permanence time and percentage of movement

e Alarmrecurrency filter, for disabling the alarm notifications for a configured time after an already
notified previous one

e Ability to process the acquired video stream at a lower resolution and frame rate
e Ability to crop and process independently unlimited image portions of the acquired video flow

e Ability to manage different configurations for different configured presets of a PTZ camera

TechnoAware s.r.l. =
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Ability to provide the position of each detected target through:

o georeferenced coordinates, by calibrating the processed cameras in the real space through
homography via GPS coordinates,

o map coordinates, by calibrating the processed cameras vs planar maps
VirtualAlertRule function, for configuring a notification by correlating the occurring of multiple

alarms configured on the same camera or on other cameras connected locally

Ability to configure different user profiles, allowing to enable or to inhibit the access to the
configuration of the modules

2.2.3. Additional built-in diagnostic functions

Tampering module, for configuring and triggering an alarm on detection of camera obscured,
dazzled or moved for longer than a configured time

QualityCam module, for configuring and triggering an alarm on camera’s reduction of visibility
(i.e. because of dirt, or defocusing) and/or misalignment

Videoloss function, to trigger an alarm notification in case of a loss of communication with a
video source

Panel Monitor, for active diagnostic monitoring of the main services’ working status, through:

o Watchdog function, for the automatic restart of the module in case of critical error or
eventual restart of the hardware unit

o HeartBeat function, for the periodical notification of the correct working of the module to
an external device

o CheckConfig function, for checking by a html/xml request the status of the active
configuration

o writing and storing of log files for each main process of the module

o VTrack-Monitor Client, for configuring automatic notifications in case of misfunctioning
events of the connected VTrack modules

2.3. Technical requirements

2.3.1. Image and video streaming requirements

TechnoAware s.r.l.

Conditions of the target in the image for maximizing the detection performances:

o clearly visible to the naked eye in the image, even in difficult environmental conditions
(night, heavy rain, snow, fog, sun glare, reflections, artificial lights, under/overexposed
camera, obstacles, ...)

o well contrasted, in order to have at least 15 levels of color difference between target’s
contours and its surrounding area

o entirely visible and well fit in the image for at least 10-15 continuous frames
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o minimum target’s size:

- for detection: area of 100 visible pixels in the image, at the farthest point where the
detection of the target is required (e.g, a bounding box of 5x20 pixel - 10 pixels/meter -
for a person)

- for recognition / classification: area of 400 pixels — fully complying the previous visibility
requirements —in the image, at the farthest point where the classification of the detected
target is required (e.g, a bounding box of 10x40 pixel - 20 pixels/meter - for a person)

e Minimum frame rate: 10 frames per second

e Suggested image resolution: according with the target’s minimum size requirement, as per
above.

2.3.2. Processing requirements
e Computational need )
o CPU: considering, as reference, a single core with 2,8GHz base speed

- up to 6 functions in parallel, processing video flows in CIF resolution (352x288) at 10
frames per second

- up to 3 functions in parallel processing video flows in VGA resolution (640x480) at 10
frames per second

- up to 2 functions in parallel processing video flows in 4CIF resolution (704x576) at 10
frames per second

- upto 2 functions in parallel processing video flows in 800x600 resolution at 8 frames per
second

- up to 1 function processing video flows in FullHD (1080p) resolution (1920x1080 or
similar) at 5 frames per second

o RAM: about 80MB for each function processed in parallel
o GPU (only in case of use of DeeplLearning-based modules):
- NVIDIA, supported by CUDA SDK 11.6
- minimum 4GB RAM DDRS5 or superior
- minimum compute capacity 5.0
- drivers always updated to the latest version

- for finding a complete and always updated table of the GPU which are complying the
above, see

e Supported OS: Windows 10 or later

(*) These values should be considered as a purely indicative and generic reference and may vary according to the
complexity of the environment, the number and kind of targets, the specific function configured and the typology of
hardware used. TechnoAware strongly suggests to always contact anyway its technical support team for double-
checking and validating for free the hardware meant to be used, for each project, before purchasing it.

TechnoAware s.r.l.
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3. TPlate — Automated Real-Time and Forensic License Plate
Recognition

TPlate is the Al-driven Video Analytics software for automated real-time and forensic recognition,
verification and structured data aggregation of vehicle license plates, class, color, make and model.

TPlate’s key functional capabilities include:
e Automated access control and vehicle transit management
e Real-time detection and notification of license plates of interest
e Structured aggregation of recognized plates for forensic analysis
e Effective in both stationary / low-speed and free-flow scenarios
e Business intelligence features including profiling and dwell-time analysis

Designed for both access control and free-flow monitoring, TPlate enhances situational awareness,

process efficiency and automation across mobility management, law enforcement, investigation,
business intelligence.

ACCESS CONTROL

* Automated entry and exit
management for private premises,
corporate campuses, gated
communities, and restricted zones.

* Improved security, traceability, and
operational efficiency through
vehicle identification.

TechnoAware s.r.l.
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LAW ENFORCEMENT

* Real-time detection of stolen,
suspicious, non-compliant, or
otherwise vehicles of interest.

* Enhanced investigative capabilities
and faster response times for
patrol units and control centers.

MOBILITY

* Traffic flow monitoring, congestion
analysis, and integration with
Intelligent Transportation Systems.

e Data-driven planning and
optimization of road usage based
on vehicle movement patterns.

LOGISTICS

* Automated tracking of vehicles
entering and exiting industrial sites,
warehouses, and distribution
centers.

* Streamlined process management
for loading / unloading operations
and fleet coordination.

3.1. Available functions

TPlate-Light

ABC Automated recognition, notification, and aggregation of vehicle license plates for
123 real-time and forensic access control and low-speed traffic applications.

TPlate-Plus

Automated recognition, notification, and aggregation of vehicle license plates for
real-time and forensic access control and free-flow traffic applications, including
support for Arabic plates.
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3.2. Technical specifications

TPlate-Elite

Automated recognition, notification, and aggregation of vehicle license plates,
class, color, make and model for real-time and forensic access control and free-flow
traffic applications, including support for Arabic plates.

3.2.1. Functional features

e Enrolment of the plates of interest, filled manually or by importing csv format files

e Ability to create and manage unlimited groups of plates of interest (white, black, stolen,
employees, authorized, ...) among the enrolled ones

e Available Countries:

Albania Cyprus Israel Puerto Rico

Algeria Czech Republic Italy Qatar

Argentina Dem. Rep. of Congo Jordan ) Rep. of Congo

Australia Denmark Kazakhstan Romania

Austria East Timor Kenya Russia

Azerbaijan Ecuador Kuwait ) Saudi Arabia ("

Bahrein Egypt Kyrgyzstan Singapore

Belarus El Salvador Latvia Slovakia

Belgium Estonia Lebanon ) Slovenia

Bolivia Finland Lithuania South Africa

Bosnia/Herzegovina France Luxembourg Spain

Botswana Georgia Macau Sri Lanka

Brazil Germany Malaysia Sweden

Bulgaria Ghana Myanmar Switzerland

Cambodia Greece Namibia Syria Y

Cameroon Guatemala Netherlands Turkey

Canada Honduras Norway UAE O

Cape Verde Hungary Oman United Kingdom

Chile Iceland Palestinian Nat. Auth. Ukraine

Colombia India Paraguay Uruguay

Costa Rica Indonesia Peru Uzbekistan

Croatia Iraq Poland Venezuela
TechnoAware s.r.I. F,)
LCSSS‘?ESEL‘QSSXZSIS:S?Q TECHN oA WARE



Cuba Ireland Portugal Vietnam

e Automated and real time notification in case of:

O

O

O

plate identified and matching among one or more specific configured group of plates, or
among one of the enrolled ones

plate identified and not belonging to one or more specific configured group of plates

plate identified and not matching with any of all the enrolled plates

e DwellTime function, for:

O

storage of the time between the identification and match of a same plate along 2 correlated
active areas

configuring an automatic and real time notification in case of dwell time matching a certain
configured condition (e.g. car entering a parking at a certain time and not yet exited after 2
hours; or car passed between two checkpoints in less than 5 minutes)

e For each detected and read plate, automatic and real time estimation and storage of its relative

Country

e For each detected and read plate, automatic and real time estimation and storage of its relative

vehicle’s make, model and color **)

) available only in the modules TPlate-Plus and TPlate-Elite

) available only in the module TPlate-Elite

3.2.2. System architecture

e Modular, scalable and hardware-independent software architecture, available for Windows o.s.

e Acquisition from:

o

O

O

IP cameras (optical or thermal), through standard protocols RTSP with encoding formats
Mjpeg, mpeg2, mpeg4, h264, h265

analogue cameras (optical or thermal), through video encoders or hybrid NVR/DVR
compatible with standard protocols RTSP with encoding formats Mjpeg, mpeg2, mpeg4,
h264, h265

compatible VMS/DVR/NVR platforms

video footages, exported in all standard formats (avi, mkv, asf, mpg, mov, ...)
single images, in jpeg format

USB or integrated web cams

thermographic sensors, through Genicam protocol

e Automatic and real time notifications through::

O

TechnoAware-CentralManager client, local or remote
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o compatible VMS/DVR/NVR platforms

o 1/0 contacts, through Modbus protocol

o http or TCP network sender, customizable

o e-mail, with in attachment the image related to the generated alarm
o FTP client, saving the video clip related to the generated alarm

o configured Telegram accounts

Real time or off-line fruition of the processed LPR data through:

o TechnoAware-CentralManager client, local or remote
o VTrack Weblnterface

o APl based on cgi call, for receiving automatically an xml file through http with the required
data

o compatible third-party platforms

o automatic periodical report in pdf format, customizable by project

Enabling/disabling of configurations, functions and/or single rules by:

o aninterrupt from an external input, through cgi call

o time scheduling, by timetabled configuration

o manual command, through VTrack-CentralManager client

o polling the status of an external I/O through network protocols, such as http, TCP, Modbus

Built-in database for the storage of the processed events and data

API for streaming out the real time processed video and/or metadata flow, for being acquired by
compatible third-party platforms

Ability to manage redundant hardware architectures, by active FailOver function (both cases n:n
orn:1)

Ability to work in virtualized environments

3.2.3. Configuration features

TechnoAware s.r.l.

Ability to configure unlimited virtual areas of interest, of any polygonal shape and size

For each configured area of interest, ability to filter the plates detection according to their
movement direction (incoming, outcoming, both)

Unlimited configurable no-processing areas, to inhibit not-of-interest parts of the image

Ability to filter the plates detection and reading according to minimum and maximum size limits,
for the plate itself and/or for its characters

Ability to configure a minimum reading confidence for each detected plate, for filtering all the
readings outcome below this confidence
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e For each detected and tracked plate, ability to configure a reading timeframe within which to
extract multiple relative candidate strings, to be compared and weighted among each other’s for
increasing the confidence of the reading result

e Plate’s reading result defined according to:

o the most confident candidate outcome occurred within the configured reading timeframe
o the candidate outcome occurred more times within the configured reading timeframe

e Ability to associate a specific confidence weight for each specific supported Country according to
its expected occurrence

e Availability of OCR mode, for reading free text
e Ability to process the acquired video stream at a lower resolution and frame rate
e Ability to crop and process independently unlimited image portions of the acquired video flow

e Ability to configure different user profiles, allowing to enable or to inhibit the access to the
configuration of the modules

3.2.4. Additional built-in diagnostic functions

e Tampering module, for configuring and triggering an alarm on detection of camera obscured,
dazzled or moved for longer than a configured time

e QualityCam module, for configuring and triggering an alarm on camera’s reduction of visibility
(i.e. because of dirt, or defocusing) and/or misalignment

e Videoloss function, to trigger an alarm notification in case of a loss of communication with a
video source

e Watchdog function, for the automatic restart of the module in case of critical error or eventual
restart of the hardware unit

e HeartBeat function, for the periodical notification of the correct working of the module to an
external device

e CheckConfig function, for checking by a html/xml request the status of the active configuration
e Writing and storing of log files for each main process of the module

e Monitor Client, for configuring automatic notifications in case of misfunctioning events of the
connected VTrack modules

3.3. Technical requirements

3.3.1. Image and video streaming requirements

e Conditions of the plate in the processed image, for maximizing the detection and reading
performances:
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o clearly visible and readable by the naked eye in the image, even in difficult environmental
conditions (night, heavy rain, snow, fog, sun glare, reflections, artificial lights,
under/overexposed camera, obstacles, ...)

o entirely visible and readable in the image for at least 10-15 continuous frames
o each plate character being at least 20 pixels of height

o pan and tilt inclination angles of the plate, in respect with the camera view, being not over
+35°

e Minimum frame rate, according to the speed of the vehicles and the plates visibility and
readability requirements above indicated (i.e. 2-5 fps for still vehicles, up to 60 fps for fast
vehicles)

e Image resolution, in order to satisfy the requirement relative to the minimum size of the plate
characters, as above indicated

e Acquired and processed video stream being the less compressed possible (not compressed at all
would be preferable)

3.3.2. Processing requirements
e Computational need (*):

o CPU: considering, as reference, a single core with 2,80GHz base speed,

up to 3 channels in parallel processing video flows in VGA resolution (640x480) at 10
frames per second

- up to 2 channels in parallel processing video flows in 4CIF resolution (704x576) at 10
frames per second

- up to 2 functions in parallel processing video flows in 800x600 resolution at 8 frames per
second

- up to 1 function processing video flows in FullHD (1080p) resolution (1920x1080) at 5
frames per second

o RAM: about 80MB for each function processed in parallel

o GPU: NVIDIA CUDA compatible, according to the always up-to-date page

e Supported OS: Windows, from 10 onwards

*) These values should be considered as a purely indicative and generic reference and may vary according to the
complexity of the environment, the number and kind of targets, the specific function configured and the typology of
hardware used. TechnoAware strongly suggests to always contact anyway its technical support team for double-
checking and validating for free the hardware meant to be used, for each project, before purchasing it.
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4. TFace — Automated Real-Time and Forensic Facial Recognition and
Identification

TFace is the Al-driven biometric Video Analytics software for automated real-time and forensic facial
recognition, identification, verification and structured data aggregation.

1

‘m SECURITY

FACE SCAN
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Designed for both access control and free-flow monitoring, TFace enhances situational awareness,
process efficiency and automation across security operations, fraud prevention, investigation,
business intelligence — in the most diverse scenarios.

SECURITY

* Identity verification at sensitive
sites in airports, government
facilities, critical infrastructure, or
border control.

* Improved protection and safety
levels for civilians, operators and
personnel.
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INVESTIGATION

* Rapid and reliable identification of
persons of Interest in criminal
investigations and / or forensic
search.

* Faster and more effective
generation of investigative leads
and accelerated field response.

BUSINESS INTELLIGENCE

* Enhanced security, safety, and
investigative capabilities for
commercial facilities.

* Data-driven analysis and reporting
of customer behavioral patterns
and demographics.

CUSTOMER EXPERIENCE

* Frictionless access and qualitative
check-in at entertainment venues,
leisure facilities, stores.

* Automated personalization of
offers and services based on
customer biometric data collection
and profiling.

4.1. Technical specifications

4.1.1. Functional features

Enrolment of the Identities Database by:
o real time acquisition from camera or video streaming devices
o manual entry of images or off-line videos

o importing of face images and data coming from external databases (i.e. police mugshots,
personnel archives, ...), by custom project

Ability to create and manage unlimited groups of identities (white, black, stolen, employees,
authorized, ...), among the ones enrolled in the Identities Database

Ability to configure real time alarm notifications in case of:

o Person recognized among a configured group of persons enrolled in the Identities Database

TechnoAware s.r.l.
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Person recognized, but not present in any of the configured group of identities

Person unknown, not recognized as anyone among the ones enrolled in the Identities
Database

e Ability to create and manage a Transits Database, for the storage of the cropped image and the
relative biometric template of all the faces passed by the cameras processed in real time

e Ability to make forensic queries for:

O

comparing a face image in input (a jpg image uploaded manually, or a picture enrolled in the
Identities Database, or a picture stored in the Transits Database) with all the identities

enrolled in the Identities Database, receiving as output a straight match or the first “n” most
likely matches

comparing a face image in input (a manually uploaded jpg, a picture enrolled in the Identities
Database, a picture stored in the Transits Database) with all the ones stored in the Transits
Database, receiving as output all the images, relative camera and time stamps related to the
faces matching the comparison, according to a certain level of confidence configurable by
the user

e DwellTime function, for the storage of the time between the identification and match of a same
face along 2 correlated active areas

e Ability to provide, for each detected face, the estimation of the relative gender and age

4.1.2. Technical specifications

e Modular, scalable and hardware-independent software architecture, available for Windows o.s.

e Acquisition from:

(@)

O

O

IP cameras (optical or thermal), through standard protocols RTSP with encoding formats
Mjpeg, mpeg2, mpeg4, h264, h265

analogue cameras (optical or thermal), through video encoders or hybrid NVR/DVR
compatible with standard protocols RTSP with encoding formats Mjpeg, mpeg2, mpeg4,
h264, h265

compatible VMS/DVR/NVR platforms

video footages, exported in all standard formats (avi, mkv, asf, mpg, mov, ...)
single images, in jpeg format

USB or integrated web cams

thermographic sensors, through Genicam protocol

e Automatic and real time notifications through::

o TechnoAware-CentralManager client, local or remote
o compatible VMS/DVR/NVR platforms
o 1/0 contacts, through Modbus protocol
o http or TCP network sender, customizable
o e-mail, with in attachment the image related to the generated alarm
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o FTP client, saving the video clip related to the generated alarm

o configured Telegram accounts

Real time or off-line fruition of the processed faces identification data through:
o TechnoAware-CentralManager client, local or remote

o VTrack Weblnterface

o APl based on cgi call, for receiving automatically an xml file through http with the required
data

o compatible third-party platforms

o automatic periodical report in pdf format, customizable by project

Enabling/disabling of configurations, functions and/or single rules by:

o aninterrupt from an external input, through cgi call

o time scheduling, by timetabled configuration

o manual command, through VTrack-CentralManager client

o polling the status of an external I/O through network protocols, such as http, TCP, Modbus
Built-in database for the storage of the processed events and data

API for streaming out the real time processed video and/or metadata flow, for being acquired by
compatible third-party platforms

Ability to manage redundant hardware architectures, by active FailOver function (both cases n:n
orn:1)

Ability to work in virtualized environments

4.1.3. Configuration features

Ability to configure unlimited independent active rules, by drawing in the image virtual polygonal
areas or lines of any shape and size

Unlimited identities enrollable in the Identity Database

For each enrolled identity, ability to add unlimited relative face templates

Ability to detect and recognize multiple faces present in the provided images at the same time
Identity data editing by:

o Manual entry

o Dataimport from external databases, by custom project

Ability to filter the detection of target faces not complying a certain minimum quality

configurable by the user

Ability to filter the detection of target faces not complying a minimum and/or a maximum size
configurable by the user

TechnoAware s.r.l. =
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Ability to configure a parameter of confidence time for confirming the detection and/or the
recognition of each target face

Unlimited configurable no-processing areas, to inhibit not-of-interest areas in the image

Ability to process the acquired video stream at a lower resolution and frame rate

Ability to crop and process independently unlimited image portions of the acquired video flow
Ability to set up and activate unlimited configurations of cameras and parameters, according to:

o planned timetable

o manual trigger

o time-based trigger

o time duration trigger

Ability to import/export configurations previously set up

Ability to manage different configurations for different configured presets of a PTZ camera
Ability to process not-fixed cameras moving along a scenario
Enabling/disabling of the modules by:

o aninterrupt from an external input, through cgi call

o time scheduling, by timetabled configuration

o manual command, through VTrack-CentralManager client

o polling the status of an external I/O, through http or TCP call

Ability to configure different user profiles, allowing to enable or to inhibit the access to the
configuration of the modules

4.1.4. Additional built-in diagnostic functions

TechnoAware s.r.l.

Tampering module, for configuring and triggering an alarm on detection of camera obscured,
dazzled or moved for longer than a configured time

QualityCam module, for configuring and triggering an alarm on camera’s reduction of visibility
(i.e. because of dirt, or defocusing) and/or misalignment

Videoloss function, to trigger an alarm notification in case of a loss of communication with a
video source

Watchdog function, for the automatic restart of the module in case of critical error or eventual
restart of the hardware unit

HeartBeat function, for the periodical notification of the correct working of the module to an
external device

CheckConfig function, for checking by a html/xml request the status of the active configuration

Writing and storing of log files for each main process of the module
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e Monitor Client, for configuring automatic notifications in case of misfunctioning events of the

connected VTrack modules

4.2. Technical requirements

4.2.1. Image and video streaming requirements
e Conditions of the target faces in the image for maximizing the detection and the identification

performances:

o clearly visible to the naked eye in the image, even in difficult environmental conditions
(night, heavy rain, snow, fog, sun glare, reflections, artificial lights, under/overexposed
camera, obstacles, ...)

o with such a resolution in order to guarantee at least 80 pixels between the centers of the
eyes, at the point where the face is meant to be identified in the image

o with an angle of radial inclination in respect with the camera not larger than 20°-25°
o with an angle of tilt inclination in respect with the camera not larger than 20°-25°

o entirely visible in the image in the above indicated conditions for at least 10-15 continuous
frames

e Frame rate: such as to ensure good visibility of the target face for at least 10-15 continuous
frames

e Streaming compression rate: it should be as low as possible, or even zeroed off

4.2.2. Processing requirements
e Computational need (*):
o CPU: considering, as reference, a single core with 3.2GHz base speed,
- for video processing:

v'up to 3 video streams in parallel processing video flows in VGA resolution (640x480)
at 8 frames per second

v"up to 2 functions in parallel processing video flows in 4CIF resolution (704x576) at 8
frames per second

v'up to 2 functions in parallel processing video flows in 800x600 resolution at 6 frames
per second

v" up to 1 function processing video flows in HD (720p) resolution (1280x720) at 15
frames per second

v" up to 1 function processing video flows in FullHD (1080p) resolution (1920x1080) at
8 frames per second

- for templates comparisons:
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v' about 200k comparisons/second, with a single core 3,2GHz

o GPU: NVIDIA CUDA compatible, according to the always up-to-date page

o RAM: 12kB per enrolled template
e Supported OS: Windows, from 10 onwards

*) These values should be considered as a purely indicative and generic reference and may vary according to the
complexity of the environment, the number and kind of targets, the specific function configured and the typology of
hardware used. TechnoAware strongly suggests to always contact anyway its technical support team for double-
checking and validating for free the hardware meant to be used, for each project, before purchasing it.
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